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vindows

A fatal exception OFE has occurred at 0167:BFFYE4

The current applications will be terminated.

*Press any Key to terminate the current applications

*Press CTRLAALT+DEL again to restart your computer. You will
lose any unsaved information in all application.

Press Enter to continue. I

5/ Wana Decrypt0r 2.0
Ooops, your files have been encrypted!
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Send $300 worth of bitcoin to this addres:

bitcoin
PeaTanlizd |12t9YDPgwueZ9NyMgw519p7AABisjré SMw
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main.C —— Compiler —{ MaiN.s —> Assembler—>|

f.c |—— Compiler —>{ fS |— Assembler—>

Linker —{ a.out |
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Program-l;!eadlcer VelslE Program-Header Table
(optional) — EE
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Section 2 Data e, Segment 2 Data =
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Section 3 Data ® Segment 3 Data —
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ELF Header

Section 1 Data
Section 2 Data

ELF Header

Program-Header Table
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Section n Data Segment 1 Data

Section-Header Table

Linkable File

ELF Header

Section 1 Data
Section 2 Data
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Segment n Data

Executable File
Section n Data

Section-Header Table
Linkable File
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1
ELF Header —— ¢ _shoff e _shstrndx*
shentsize

Program-Header Table (optional)

Section 1 Data

Section 2 Data

Section 3 Data

S .shstrtab

strtable Section-Header Table
.shstrtab header

m K strhdr.sh_offset

Section name
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ELF = Executable and Linking File

SHF_EXECINSTR

Section sh_type sh_flags P
SHE ALLOC BB EIMEREFANFRIEE R VIGIC IR
bss SHT_NOBITS| *o/\ =\ v BiTE HIEFHIRE, REGEXLEREIERLA0
- 7 e IS s
SHF_ALLOC | 8 & HINERFAFREF EF G EE
data SHT_PROGBITS +SHE WRITE| 5B 258
. SHF_ALLOC + | BEFE#NIRLARED
Anit | SHT_PROGBITS | spe EXeCINSTR 72 F#2 8 FI main 26 54T PRl i L4 75
plt SHT_PROGBITS T FEsEER
rel SHT_REL SHF_ALLOC | EEfER
text SHT_PROGBITS | SHTALLOC * | o pmen

Section Header
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DOS MZ 3L
IMAGE_DOS_HEADER(64 1)
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DOS STUB (K/DAHE)

0S:k

PELARIA
PE\O\O (4%F7)

Xk
IMAGE_FILE_HEADER(205 1)

Al %k (22457)
IMAGE_OPTIONAL_HEADER

FRAER
NTEf ik
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IMAGE_SECTION_HEADER

&

PESCf4 3k
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} Random stack offset

—}mnn_smcx (e.g., 8MB)

} Random mmap offset

program break
brk

start_brk
Random brk offset

end_data

start_data
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EIPT;EE#

IR E IR E

O HbsE
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Ojmp *eax , [B)fEHkAE

O ﬁ § EFLAGS

Oif (EFLAG) jmp x
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EFLAGS

N

Oceflagn] HIES1ZE

OFHILBHMEHERESIEE

3130292827 26252423 2221201918 17 16151413 121110 9 8 7 6 5 4 3 2

0jo|jo|0ojO0O|O|O|O

Viv
1]1

1
o|o
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A
C

v
M

R
F

o

N
=

r00-

1
F

—
F

S
F

z
F

o

o

P
F

mn0

X 1D Flag (ID)
X Virtual Interrupt Pending (VIP)
X Virtual Interrupt Flag (VIF)

— |

Alignment Check (AC)
Virtual-8086 Mode (VM)
Resume Flag (RF)
Nested Task (NT)

NDEXXXX

Y
Overflow Fla OF) -
; ;:re;;on :;ag ;;::

Interrupt Enable Flag (IF)
(TE)

Sign Flag (SF)

Zero Flag (ZF)

Auxiliary Carry Flag (AF)
Parity Flag (PF)
Carry Flag (CF)

Indicates a Status Flag
Indicates a Control Flag
Indicates a System Flag

XOnE wonnnKX

Reserved bit positions. DO NOT USE.
Always set to values previously read.
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2. 1. @Rx<y, MCF=1
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EDX = Oxffeeddcc!

mov edx, [eax]

Addr

Oxff

Oxee

Oxdd

Oxcc

Oxbb

Oxaa

0x00

201M6022H JSFIAA SIHKE B3

35



= HFmiR

; C ERIRIE )
\ IR 1EIER ARG
MIEEIH /Y
ebx = eax movl %eax, %ebx mov ebx, eax
eax = eax + addl %ebx, %eax add eax, ebx
ebx

ecx = ecx << 2 shl $2, %ecx

shl ecx, 2
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) ( ShtEx )
fik
imm (r) M]r + imm]

imm (rq, r,) M[r, + r, + imm]
imm (ry, Ty, S) M]r; +1r,*s + imm]
imm M[imm]|
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C REFEE

N

MAEFIE/EE: mov

mov -0x38(%ebp),%eax (I)

<eax> = *buf;

mov eax, [ebp-06x38] (A)

EENAEHELE: lea

2 ) lea -0x38(%ebp),%eax (I)
lea eax, [ebp-0x38] (A)
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( SIS

-

typedef char *addr_t;
uint32 t w, x, y, z;
uint32_t buf[3] = {1,2,3};

addr_t ptr = (addr_t) buf;

buf[2];
*(buf + 2);

%07 IRENAFE

'T\ IEWA'?
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Linux&GeciF i iZ

int orange(int a, int b) —_— o
)&

{ SH X .
char buf[16]; return addr
int ¢, d; caller’s ebp Yoebp
j_-F(a S b) Orangeff] _ callee-save frame
cC = a: Faa ki locals
’ (buf, c, d = 24
else bytes if stored
—_ . t k
c = b; on stack) Yoesp
d = red(c, buf); VA BredZ B stack
W HL
return d;
}
EHredzfg _
WOE
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ZHorange3RISHEHIAT
1. iIZElEl B4R BE ER

return addr
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Sorange3RISIEHIAY
1. 1ROkl S FRARE EE
2. IR SIS

- 1S ABERebpE

- SifllespZlebp

- B—1SH{Eebp+8

b
a
return addr

caller’s ebp
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Sorange3RISIEHIAY
1. 1ROkl S FRARE EE
2. 3RStk inigt

- GIEABEebpEE

- SitllespFlebp

- B—1SH{Eebp+8

3. RIS EERNRERERTS
=55

- edi, esi, ebx

- espA]LL@IERIRE

b
a
return addr

caller’s ebp

<— %ebp
callee-save
<— %esp
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ZorangeIRTSI=HIINAY

1. iRl B LR A E ERE

2. 3RStk inigt
- JSEBERebpEH
- SibllespZElebp
- B—1SH{Eebp+8

3. RIS EERNRERERTS

723
- edi, esi, ebx

- espA]LL@IERIRE

4. HBEPEE R T =SIE
- I/ Nesp

OrangeRY
e —

- “spilled”" H{FeaPAYEIREE

b
a
return addr

caller’s ebp

<— %ebp
callee-save
locals
(buf, c,d = 24
bytes if stored

on stack) < Oesp
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HiE B orangeiE R A Eredhd

OrangeHYy
Faatkm —

b
a
return addr

caller’s ebp

callee-save

locals
(buf, c, d = 24
bytes if stored
on stack)
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HiFABE orangeid KA A& redld

1. %

A& RESFRERE

- eax, edx, ecx

b
a
return addr

caller’s ebp

callee-save

locals
(buf, c, d = 24
bytes if stored
on stack)

caller-save
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HiFABE orangeid FRE A& redld
1. YWREABEFRSSESER
- eax, edx, ecx

2. BARZTREreddIES[EE

- NERRENRE , £ s
b

b
a
return addr

caller’s ebp

callee-save

locals
(buf, c, d = 24
bytes if stored
on stack)

caller-save
buf
C
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HiFABE orangeid FRE A& redld
1. WRARSFRSSEFRER

- eax, edx, ecx

2. BARZTREreddIES[EE

MERRENAE , F—1ES
IR IR

3. ix[ElbitER: , BlrediR[EIG
%at?tgerhllgﬁmﬁﬂg'l:—%?ﬁ@

orange’s
stack =<
frame

b
a
return addr

caller’s ebp

callee-save

locals
(buf, c,d =24
bytes if stored
on stack)

caller-save
buf
C
return addr

<— %ebp

<— %esp
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HiFABE orangeid FRE A& redld
1. WiRABEFRSSFEREE
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